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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these
conventions as follows:

m Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

B Iralic indicates arguments for which you supply actual values.

m Vertical bars (|) separate alternative, mutually exclusive elements.
m Square brackets ([ ]) indicate an optional element.

m Braces ({ }) indicate a required choice.

B Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Introduction

Cisco is once more leading the way in building a workforce capable of moving with
technological changes through the evolution of its certification programs. Changes to
the Expert-Level (CCIE/CCDE) programs will enable candidates to bridge their core
technology expertise with knowledge of the evolving technologies that organizations are
adopting at an accelerated pace, such as cloud, 10T, and network programmability.

Combining this book with the other Cisco Press certification books that are written for a
specific track will provide a complete source of knowledge to help CCIE and CCDE
candidates succeed on their written exams.

Goals and Methods

The most important and somewhat obvious goal of this book is to help you pass the
written CCIE and CCDE exams. One key methodology used in this book is to help

you discover the exam topics that you need to review in more depth, to help you fully
understand and remember those details, and to help you prove to yourself that you have
retained your knowledge of those topics. This book does not try to help you pass by
memorization, but helps you truly learn and understand the topics.

Who Should Read This Book?

This book is not designed to be a general networking topics book, although it can be
used for that purpose. This book is intended to tremendously increase your chances of
passing the evolving technologies components of the CCIE and CCDP written exams.
Although other objectives can be achieved from using this book, the book is written with
one goal in mind: to help you pass the exam.

How This Book Is Organized

Although this book could be read cover to cover, it is designed to be flexible and allow
you to easily move between chapters and sections of chapters to cover just the material
that you need more work with.

The chapters, Chapters 1 through 3, cover the following topics:

m Chapter 1, “Internet of Things”—This chapter discusses the Internet of Things
(IoT) from a perspective of business transformations, connectivity, and methods of
securing it. Most IoT networks share similarities with Enterprise Networks, but are
different in behavior and operational aspects.

m Chapter 2, “Cloud Fundamentals”—This chapter provides a holistic overview of
cloud environments using virtual machines (VMs) or containers in a public, private,
or hybrid model. Topics include cloud service models, connectivity, security, scal-
ability, and high availability designs.
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Certification Exam Topics and This Book

m Chapter 3, “Foundational Network Programmability Methods”—This chapter
covers modern programmability and automation methods that can be used to inter-
act with different applications and devices through the use of APIs. This chapter
also focuses on the Cisco DevNet developer community as well as other important

tools to help readers on their programmatic journey.

The questions for each certification exam are a closely guarded secret. However, we do
know which topics you must know to successfully complete the evolving technologies
portion of all CCIE/CCDE-level written exams. Cisco publishes them as an exam
blueprint for CCIE/CCDE Evolving Technologies. Table I-1 lists each exam topic listed
in the blueprint along with a reference to the book chapter that covers the topic. These
are the same topics you should be proficient in when working with Cisco wireless
LANS in the real world.

Table I-1

CCIE/CCDE Evolving Technologies Topics and Chapter References

CCIE/CCDE Evolving Technology Exam Topic

Chapter(s) in Which
Topic Is Covered

1.0

Cloud

1.1

Compare and contrast public, private, bybrid, and
multicloud design considerations

1.1a

Infrastructure, Platform, and Software as a Service (XaaS)

1.1b

Performance, scalability, and high availability

1.1.c

Security implications, compliance, and policy

1.1.d

Workload migration

12

Describe cloud infrastructure and operations

1.2.a

Compute virtualization (containers and virtual machines)

1.2.b

Connectivity (virtual switches, SD-WAN, and SD-Access)

1.2.c

Virtualization functions (NFVi, VNF, and L4/L1)

1.2.d

Automation and orchestration tools (CloudCenter,
DNA Center, and Kubernetes)

[NST I NS T I NS T I NS R SR NS N S I I ST S

2.0

Network Programmability

2.1

Describe architectural and operational considerations
for a programmable nerwork

21a

Data models and structures (YANG, JSON, and XML)

2.1b

Device programmability (gRPC, NETCONE, and
RESTCONF)
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CCIE/CCDE Evolving Technology Exam Topic

Chapter(s) in Which
Topic Is Covered

2.1.c Controller-based network design (policy-driven configuration 3
and northbound/ southbound APIs)

2.1.d Configuration management tools (agent and agent-less) and 3
version control systems (Git and SVN)

3.0 Internet of Things

3.1 Describe architectural framework and deployment 1
considerations for Interner of Things (IoT)

3.1.a IoT technology stack (IoT network hierarchy, data acquisition, 1
and flow)

3.1.b IoT standards and protocols (characteristics within the IT 1
and OT environment)

3.1.c IoT security (network segmentation, device profiling, and 1
secure remote access)

3.1.d ToT edge and fog computing (data aggregation and edge 1

intelligence)




Chapter 1

Internet of Things

This chapter covers the following topics:

®m Business Transformation and Digitization
m JoT Fundamentals

m Securing IoT

The Internet of Things, also known as IoT, has become the latest industry buzzword.
So what exactly does it mean? At its simplest, [oT is a network of rhings (or devices)
that traditionally are not a part of a computer network (printers, laptops, servers, or cell
phones). With all these things connected to the network, data can be collected off these
things and extrapolated in ways that were almost impossible to imagine before. This
information can be used to change the ways people have done things in the past and
improve the way we live, work, play, and learn.

Business Transformation and Digitization

Over the past years, specific companies have dominated their respective markets.
The barrier to entry has been high to enter a market, thus making it difficult for new
companies.

Entrepreneurs realized that starting a new business in these markets required a new
business model to overcome these barriers. By incorporating digitization—the act of
transforming information into a digital format—new business models can be developed
and thus change the paradigm. Digitization allows new companies to provide new
benefits to customers while allowing them to compete with large, well-established
businesses.

For example, ride-share companies like Uber and Lyft have revolutionized and
transformed the taxi industry with the use of smartphones. Customers request a ride
from their phone, are picked up, and are then transported to their destination seamlessly.
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The process of hailing a taxicab or trying to find a taxicab company (which varies from
city to city) is simplified. Drivers can choose to work a number of hours based on their
availability, making it easy for them to maintain work-life balance—and making it more
desirable employment than working for a cab company. Digitization offers all these
benefits to customers and employees while providing an experience that is better, faster,
and cheaper than taking a traditional taxi.

Other companies like Airbnb and VRBO have disrupted the hotel markets. In fact, most
companies have realized that they need to embrace the digitization process and look

at other business models so that they can maintain their existing customer base while
acquiring new customers through different business use cases.

Digitization is occurring in all market verticals, including banking, healthcare,
manufacturing, utilities, real estate, mining, and even government municipalities. In all
these markets, organizations are collecting more data, analyzing the data in real time, and
taking action based on the real-time analysis of that data.

IoT technologies are a component of a company’s digitization architecture. The following
market segments are already deploying [oT technologies:

® Manufacturing

® Mining

m Oil and gas

m Utilities

® Smart buildings

m Health and medical
m Retail

m Hospitality

m Transportation

m Connected cities and emergency services

loT Fundamentals

The first computer network derives from the mainframe architecture. Mainframe
computers contained massive amounts of processing power, storage, and memory.
Mainframes were very expensive to acquire and operate, but they could run multiple
programs simultaneously, making them cheaper than other computer systems at the time.
Direct console access to the mainframe was limited, and users were force to connect to
the mainframe from “thin” (dumb) terminal clients via the first computer network.

As processors became more powerful and easier to manufacture, personal computers
provided a lot of functionality at a smaller cost, allowing smaller companies to have
access to the benefits of a computer without the costs associating with owning and
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maintaining a mainframe. Computer networks evolved as they no longer connected thin
terminal clients in a small network, instead connecting multiple devices spread across
large geographical boundaries.

The protocols to communicate between devices evolved and became more complicated,
and they could no longer be managed by the mainframe team. Today, most corporate
computer networks are managed by the information technology (IT) departments.

Just as the design of these IT networks evolved as more and more computers were con-
nected to them, the network architecture for IoT networks must evolve too. Traditional
IT networks follow the common Access-Distribution-Core model that can connect thou-
sands of devices.

An ToT network is often associated with operational rechnology (OT), which is defined
as the hardware/software that influences physical processes through direct monitoring
and/or control. OT networks exist in manufacturing facilities. For example, a program-
mable logic controller (PLC) is responsible for controlling the movement of motors in
robots or conveyors based on feedback from sensors. The OT network connects the
PLCs, robots, and sensors together.

An IoT network must be able to scale to handle hundreds of thousands of devices or
possibly more. IoT networks become more complicated because they can be large scale
(hundreds of thousands) and consist of different devices that communicate with different
protocols.

Note OT and IoT networks are often maintained by engineers who are not from IT
departments and hence might not be familiar with traditional IT best practices.

loT Architecture Models

IoT networks are similar to the first computer networks, which ran multiple network
protocols like IPX/SPX, NetBEUIL, and TCP/IP. IoT networks must support a range of
devices that use a variety of protocols. This is because the hardware refresh cycle is
longer than corporate IT systems. As new systems are installed in some parts of a facility,
the older systems using different protocols are not updated. Connecting devices that

use different protocols requires some skill, and the architecture must also be able to scale
to thousands of things while providing security.

Some common IoT architecture models are discussed next.

Machine-to-Machine (M2M) loT Architecture

In 2013, the European Telecommunications Standards Institute (ETSI), 13 of the founding
members, launched an initiative to generate a reference M2M IoT architecture. A key
concept was the use of stacks, similar to that of the Open Systems Interconnection (OSI)
model used in networking. A key benefit to using stacks is that a component in a stack
can be swapped out without impacting the components of the stack next to it.
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This provides benefits in the [oT space, considering that multiple things made by
different manufacturers often must communicate using different protocols. The M2M
IoT architecture focuses on IoT services, applications, and networks by providing
interoperability through a variety of application programming interfaces (APIs):

® The IoT M2M application layer is focused on providing connectivity of things to
the applications. A key component is that the application layer is responsible for
tying into other business intelligence (BI) systems.

m The services layer refers to the logical components of the network and the
management protocol they use.

m The network layer refers to the realm in which the things and other devices
communicate. It includes the physical network that links them together.

Figure 1-1 demonstrates the machine-to-machine IoT reference architecture.

Application

D—l Layers /]
y——2
._/I_\ y.4 T AN /
Network Vertical #1 Vertical #2 Vertical #3 Network
Layer Application Application Application Layer
{ Common Service Layer
I I I I
-[ Communication Technologies and Protocols ]
[ [ [ [
-[ Communication Networks ]
Network | | | | Network

Layer

rd T
5= ]

Figure 1-1 Machine-to-Machine IoT Architecture

The loT World Forum (loTWF) Architecture

In 2014, while in Chicago, the IoTWF created a seven-layer architectural reference
model. This model provides clarity and simplicity through visualization of all the
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IoT components: sensors, network, computing, and storage. The model consists of the
following seven layers:

m Physical Devices (Layer 1): The bottom layer, which contains things (devices,
sensors, and so on).

m Connectivity (Layer 2): This layer provides connectivity among things in Layer 1,
Layer 2, and Layer 3. Communications and connectivity are concentrated in this
one level.

m Edge Computing (Layer 3): The functions in this level are determined by the need to

convert data into information that is ready for processing at a higher level.

® Data Accumulation (Layer 4): This layer is responsible for storing data that was
traditionally transmitted live across the wire. The storage of the data allows for
analysis or computation at a later time.

m Data Abstraction (Layer 5): This layer is responsible for rendering data and its
storage in ways that enable the development of faster or simpler applications. It is
responsible for reconciling multiple data formats from different sources, assuring
consistent semantics, and confirming that the data is complete.

®m Application (Layer 6): This layer is where information is analyzed and interpreted.

m Collaboration and Processes (Layer 7): This layer encompasses people and
processes. In essence, this layer is responsible for providing people the right data,

with the right analysis, at the right time so that they can engage the correct process.

Figure 1-2 demonstrates the IoT World Forum Reference Architecture.

Internet of Things Reference Model

Collaboration & Pro:

rvolving Peorle & Butiness Proc Data at
Rest

Application .

{Reporting, Analytics, Control)

Data Abstraction .

Yl iemm Data in
Motion

Data Accumulation
(Storage)

Edge (Fog) Computing
(Data Element Analysis & Transformation|

Connectivity
{Communication & Processing Units)

Physical Devices & Controllers
(The “Things” in loT)

Q0O 000

Figure 1-2 [oT World Forum Reference Model
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Common loT model

Multiple other IoT reference models have continued to evolve over the years. Some of the
models have minor differences between them, whereas others have major differences in
how they interact. A simplified IoT Architecture consists of the following:

m Things
m Communications

m IoT applications

Figure 1-3 demonstrates the components of the Common IoT model that will be
discussed in the following sections.

,/" Data Center / Cloud
Applications Fog
Tl Edge
/” Network Management
‘ Network Transport
Communications
~ Gateways
N Access Network
Things Sensors

Figure 1-3 Common IoT Model

Things
As a simple definition, a thing is a device that provides relevant information. The

intelligence on a thing can vary from device to device. Communication between things
can occur in the following manners:

m Unidirectional: A temperature sensor collects the current temperature from its local
thermometer and sends the temperature to a management device for analysis.

m Local: A manual thermostat can collect the current temperature for its internal
thermometer and then turn on or off an HVAC (heating, ventilation, and
air conditioning) unit.

m Bidirectional: An electronic thermostat can collect the current temperature from its
internal thermometer and then send the data to a management device for analysis.
The management device could send a signal back to the thermostat to turn on or off
the HVAC unit.
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A smart thing (also known as a smart object) can take relevant information from the data
it receives and take appropriate action after analysis of that information. Some of the
newer wireless electronic thermostats are examples of a smart things because they have
the capability to be programmed remotely.

Some electronic thermostats can poll a remote temperature sensor and average the
temperature of its local sensor to identify the average temperature before turning the
HVAC unit on or off. To some people that might not seem very “smart.” However, what
if the electronic thermostat could check two different types of sensors? The electronic
thermostat could check a temperature sensor and a sensor attached to a door to see if the
door is open. If the door is open, turning on the HVAC system would result in a waste of
electricity, and now the thermostat has relevant information about whether the cooled air
would just flow out through the open door.

Here are some of the common sensors used in an IoT infrastructure:

m Temperature: These sensors collect temperature and report temperature at set
intervals.

m Vibration: These sensors collect movement across one, two, or three axes. Vibration
sensor is a generic term for proximity sensor, displacement sensor, and accelerometer.
The frequency of the vibration and application depends on which sensor is used.

m Pressure: These sensors can report back liquid or air pressure.

m Air quality: These sensors can report air quality, or the chemical breakdown in a
specific area. They can be used to detect chemicals that are harmful to humans with-
out protective gear, an improper balance of chemicals for a specific manufacturing
process, or the release of toxins into the air that do not meet governmental standards
so that the general public can be informed.

® Water quality: These sensors report water quality, or the chemical breakdown in the
water. Water is a vital component for manufacturing. It can be used for cooling of
equipment, for washing of material as a phase of manufacturing, and for the cleanup
process. Generally, manufacturers try to reuse their water supply when they can,
but certain processes require the water to have an acceptable level of nonstandard
components, which could result in the water needing further treatment before reuse.

® Energy consumption: Energy consumption is observed and reported as electricity
is consumed from the perspective of a wire, electrical component (such as a circuit
breaker), or the motor itself.

m Location: Location sensors could be GPS sensors that provide specific latitude
and longitude, or they could be enabled with a unique wireless signature (Wi-Fi,
Bluetooth, and so on) where they can be detected via antennas by an existing
wireless infrastructure, and the location can then be calculated using triangulation
based on signal strength at multiple radio towers.

® Occupancy: Occupancy sensors can track if an area is being occupied or the
number of occupants in an area. This information can be correlated with occupancy
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in an area at a specific time, which is helpful for identifying resource utilization.
Some occupancy sensors have mechanisms to identify one person from another to
track repetitive occupancy/utilization.

m Video: Video can be used as a livestream camera or can be stored for analysis or
replay at a specific point-in-time. Video sensors can be used for a variety of use
cases, from physical security to occupancy sensors, for assisting with the visual
inspection of manufacturing processes, and for locating a specific person for law
enforcement reasons.

Note Vibration, energy consumption, and location sensors are used in some of the most
common business use cases.

Vibration: Placing vibration and torque values on motors and machines allows computers
to detect when a failure will occur on a device (motor, engine, truck, robot, and so on).
This allows maintenance to be scheduled in advance and repairs to be made without
affecting other processes. For example, if a rock truck breaks down in a mine, it blocks
the tunnel, preventing other rock trucks from passing in the tunnel. The broken-down rock
truck must be towed out of the tunnel to allow operations to be restored. During this time,
the mine cannot haul raw product.

Energy consumption: Users and businesses are now capable of tracking the amount of
energy being consumed in real time. This may result to changes in how a business uses a
building or machine in an attempt to lower its cost. However, by connecting these sensors
with the utility companies, businesses can now create smart grids. This allows companies
to detect power outages and pinpoint failure locations quicker so that service can be
restored. Another benefit of using a smart grid is that it allows consumers to use green
technologies like solar power to run their homes, or return power to the grid.

Location: Location sensors allow for real-time location services (RTLS) such as the
following:

m Enabling the transportation industry to track its vehicles and make that information
available to its customers.

m Locating specific resources (forklifts, torque tools, laptops, and so on) quickly. These
sensors can also be used for inventory management for manufacturers.

B Locating employees. Generally, this is done to locate an employee with a specific
skillset, but could also be used for man-down safety reasons in chemical/refinery
environments.

B Restricting or prohibiting certain things or devices from entering a specific area.
When an area is defined in the RTLS system, when a tag crosses the barrier, it creates
an alarm. This is known as geo-fencing.

Table 1-1 provides a high-level overview of typical IoT sensors used in various market
verticals.



Table 1-1  Things and Market Segment Consumption

Manufacturing Mining Oiland Utilities Smart Health Retail Hospitality Transportation Connected Emergency
Gas Buildings and Roadways Services
Medical
Temperature v v v v v v v v v
Humidity v v v v v v v
Vibrations v v v v/ v
Pressure v v v v v v
Occupancy v v v v v
Air Quality v v v/ v v v v
Water v v
Quality
Energy v v 4 v v v v
Consumption
Location v v v v v v v v v v
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A variety of variables and factors need to be taken into account concerning the type of
smart thing that should be used. Specifically, the type of data and business use cases
should always dictate which sensors are to be used. The selection of things used should
also take into account the following items:

m Power source: Is the power source wired or battery driven? If battery driven, how
long can the battery last, and how often does it need to be replaced or recharged?

m Ability to move: Is the thing physically attached to an immovable object (steel beam,
pole, and so on) or is it mobile via a wearable, attached to an animal or a cart?

m Frequency that data is transmitted: How often is data expected to be transmitted
from the thing? The amount of data and frequency can directly correlate to the life
of the thing before a temporary power source must be recharged or replaced.

m Connectivity method (wired or wireless): How does the thing communicate with
other devices? Does it use a wired technology (serial, Ethernet, and so on) or does it
use a wireless technology? The transmission rate for that media and distance to the
next upstream network device should be accounted for, too.

m Density of things: How many things are needed in an area to effectively capture
data? Can data be transmitted through other things like a mesh network?

®m Processing capability: Not all IoT devices have the same amount of processing
power or storage. These components vary based on the function and size of the
device and directly correlate to the cost.

Communications

This layer provides a mechanism to communicate with other things or external sensors.
This layer contains the following constructs:

m Access network (medium)
m Gateways
m Network protocols

m Data exchange protocols

Access Network (Medium): This sublayer refers to the physical medium or wireless
technology that is used to provide connectivity between things. Specifically, it is con-
nectivity for thing-to-thing communication, or it provides a centralized aggregation on
the network. Physical cables provide consistent availability and bandwidth but are not
always available because of cost (initial procurement and/or installation) or not feasible
for things that are mobile.

In these circumstances, wireless technologies are commonly deployed. As a general rule
of thumb, bandwidth decreases as the wireless range increases. Figure 1-4 demonstrates
some common wireless technologies that correlate with a technology’s ability to cover
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bandwidth against the range available. It is important to take into consideration power
consumption and cost when selecting a technology. In general, power consumption and
cost increase with high throughput and higher distances.

Bandwith
Availability

High

Medium

LPWAN
SIGFOX
LoRaWAN

Low
RFID

Short Medium Long Range

Figure 1-4 The Effect of Wireless Range on Bandwidth

This sublayer consists of networks that group things as follows:

m Personal area network (PAN): The network around a person. Bluetooth is a common
technology used in PANS.

m Home area network (HAN): The network around a home. This includes Bluetooth
Low Energy (BLE), ZigBee, and 802.11 Wireless.

m Local area network (LAN): Network around local devices. Most IoT environments
prefer to use Category 5/6 cabling because most electricians can repair replace this
cabling. Category 5/6 cables are restricted to 100m for signal integrity. Fibre optic
cable can be used to exceed this restriction but is not as commonly used in a LAN
environment because of the limited workforce that can service this medium.

m Field area network (FAN): Network around a large field area. In general, the FAN is
a wide-open area that covers less than 4km.
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m Wide area network (WAN): Network that provides connectivity between sites
kilometers apart.

m Low-power wide area network (LPWAN): Wireless network that is designed
for long-range communications using low power because devices are powered by
battery. LoORaWAN and SIGFOX are common LPWAN technologies.

Gateways: As a simple definition, gateways provide a method of connecting different
technologies together through translation at the highest portion of the networking stack.
Gateways map semantics between two different things and perform translation between
devices. It is important to note that gateways do not just provide protocol translation, but
that they can merge different architectures.

From the connectivity context, the gateway connects PANs, HANs, LANs, FANs, LANS,
LPWAN:S to the backbone network. Gateways connect to a backbone network to provide
a high-speed and hierarchical architecture.

Gateways can provide a method of aggregation of things and for processing data at the
edge of the network. This concept is explained further in the “Data Transportation and
Computation” section.

Note There is a direct correlation between the increase in cost and operational
complexity and the number of technologies and protocols that are merged into a design.

Network Protocols: The network protocol is an essential component for all network
transmissions. It is responsible for locating things on the network and controlling the
flow of data. The transport layer collects all the data and prepares it into a format that
can be presented to an application.

The network protocol should be an open standard considering that most IoT networks
come from devices and things from different manufacturers. Proprietary protocols would
require translation and introduce complexity when things communicate with proprietary
protocols with other manufacturers’ things that do not have access to them. The Internet
Protocol (IP) has been well established and has become one of the de facto network pro-
tocols for IoT.

Note Network protocols include the IPv6 protocol too. The use of IPv6 is encouraged
because the address space does not have the limitation of the IPv4 protocol. In fact,
multiple IoT specifications such as 6LoWPAN and RPL do not include IPv4.

Data Exchange Protocols: The flow of data between things and systems must either

be initiated or requested. Some sensors will push data at regular intervals, whereas

other sensors require polling of information (also known as a pull). Table 1-2 displays
multiple data exchange protocols and some key factors used for selecting a data exchange
protocol.
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Table 1-2 Well-Known Data Exchange Protocols Consumption

Protocol Transport Format Discovery Function
Mechanism

Constrained Application UDP Binary = Negotiation REST resource

Protocol (CoAP) and well-known manipulation.
URL

Resource tagging with
attributes.

Resource discovery.

Extensible Message and TCP/HTTP XML  Server with Manage presence.
Presence Protocol (XMPP) Presence Establish sessions.
announcement.
Data transfer.
Message Queuing Telemetry TCP Binary  Things connect  Publisher/subscriber.
Transport (MQTT) to a message
broker.

loT Applications

Now that all of these smart things can communicate with each other, the true power
of IoT can be realized with the usage of applications. IoT applications are classified as
analytic and control applications.

IoT Analytic Application: This type of application collects information from multiple
things and organizes it in a manner such that calculations can be made easily. Analytic
applications can provide historical data, trends, and suggestions based on the results
calculated.

An example of an IoT analytic application could be one that collects the amount of
energy consumed in a manufacturing plant on a thing-by-thing basis. The analytic
application could provide reports that contain power consumption on a daily basis that
could be correlated with the types of machines and product yield for that day. The plant
planner could make changes to his schedule or process based on this information to
improve efficiency.

IoT Control Application: This application controls smart things. A key concept is that
the IoT control application contains the ability to process logic that the smart thing does
not contain, or to provide a level of orchestration across multiple things.

An example of an IoT control application comes from the oil and gas segment, where
oil needs to be moved from one location to another. The application would open the
necessary valves in the pipeline and then start the pumps so that oil can flow from one
location to another. In this example, the valves would not have any knowledge of the
pumps, or vice versa, and the control application would orchestrate turning the pumps
on/off or making the valves opened/closed.

It is important to note that some IoT applications can perform both control and analytic
functions.

13
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Note Smart services are IoT applications that increase overall efficiency. For example,
a program on a thermostat that can detect if a door is open and overrides the thermostat
from turning on the HVAC system can be considered a smart service.

The design of an IoT application must take into account the data structure, frequency,
size, and volume of the data transmitted. All of this information directly correlates to the
volume of the data transmitted from things to the IoT applications:

m Structure: Data exists in either a structured or unstructured format when it is
transmitted and stored. Structured data is organized in a logical manner and provides
a consistent form of data entry. Unstructured data comes from human language. The
same data that is sent in structured format could be sent in unstructured format, but
would require context to understand where that data maps.

m Frequency: The timeframe in which a thing will transmit data to another thing.

m Size: The size of the data correlates to whether the data is structured or
unstructured. If the data is structured, then every field should be examined to
identify whether or not it truly is necessary, because every field will contribute to
the size of the update sent from thing to thing.

m Volume: The volume directly correlates with the type of data, frequency of
transmission, size of the data, and the number of devices. If a thing transmits 10KB
of data every 5 seconds, this might not seem like a large amount of data. However,
if there are 1,000 such things, then the total amount of daily data is 172.8GB.

On the other hand, if a thing transmits 100KB of data every minute and there are 1,000
such things sending data; then the daily data amounts to only 144GB. So even if a thing
sends more data, if the frequency is lower, then the overall amount of data is lower.

Data Transportation and Computation

Normal corporate networks use a hierarchical network model that divides the network
into three layers: core, distribution, and access. Most end-user devices connect to the
access layer, and the data center (DC) connects to the core devices (or a server switch
block that connects to the core). Most of the data is generated, stored, and processed in
the data center.

However, IoT networks generate almost all of their data at the access layer. IoT networks
are generally very large, and they must scale appropriately to handle the data from all of
the smart things. The data structure and number of smart things directly correlate to the
volume of traffic that is analyzed.

A large 10T network with a million sensors that transmit 15KB of data every 30 seconds
can result in 1.8 terabytes (1,800,000MB) of data on an hourly basis (~16 petabytes of
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data annually). IoT networks of this size must take into account the amount of available
bandwidth the access layer has. Depending on the physical access medium, an update
could saturate the link.

Figure 1-5 demonstrates four things that transmit via radio towers that can only support
150KB of network traffic. The size of an update is 45KB, which can easily pass across

a 150KB link. However, when Thing 1’s packet is combined with the updates for Things

2, 3, and 4, the total data exceeds the supported speed of the radio towers. There is not

enough bandwidth for all four things’ updates.

0 0 = o @ Backhaul
;jV\D %j\g :>j\g ?3\@ Network
Thing Thing Thing Thing

#1 #2 #3 #4

Figure 1-5 Link Saturation

Connected vehicles can generate large amounts of data that exceed 20GB per day. The
transfer of this data to the manufacturer on a daily basis is not necessary because most
of the relevant processing should be performed within the vehicle. Only a small subset of
the data generated is needed by the manufacturer to understand how the vehicle can be
improved based on its usage.

Data Center and Cloud

Data centers are the heart of delivering IT services by providing storage, compute
resources, communications, and networking to the devices, users, and business processes
and applications. Data centers are designed with proper power and cooling requirements
to sustain large amounts of servers for the processing of data. Recently, data analytics
have added value and growth in data centers by touching on aspects of an enterprise and
its processes.

The growth of cloud-based services is due to an increased focus on business agility and
cost optimization. The adoption of cloud services and applications enables faster delivery
of services with improved operational efficiencies. Connecting to public-based cloud
services can provide additional cost reductions with improved accessibility, with the
assumption that a mechanism exists to encrypt/protect the data in transit.

Latency can become an issue with sending all the data from sensors to the cloud or DC.
Depending on the amount of time for a packet to transmit from a thing to a DC, analysis
of the data at the DC with the proper response sent back to the thing could exceed an

15
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acceptable amount of time. For example, suppose a camera takes a photo of a manufac-
turing line as parts leave a stamping press for visual inspection as part of the quality con-
trol process. Inferior parts should be discarded and removed from the conveyor belt as
they are moved to the next station. If there is too much latency, a failed part could move
down the conveyor belt. One solution could be to lower the speed of the conveyor belt,
but that might reduce the performance of that manufacturing facility.

Placing compute resources in a hierarchical fashion can result in reducing latency;,
conserving network bandwidth, and increasing local efficiency.
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