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deployment-plan
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https://docs.microsoft.com/en-us/azure/active-directory/roles/ 

https://docs.microsoft.com/en-us/azure/active-directory/roles/administrative-units 

https://docs.microsoft.com/en-us/graph/api/resources/administrativeunit?view=graph-rest-1.0

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-manage

https://docs.microsoft.com/en-us/graph/api/resources/domain?view=graph-rest-1.0 

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-properties-area
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https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-groups-
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https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

https://docs.microsoft.com/en-us/azure/active-directory/devices/hybrid-azuread-join-plan 

https://docs.microsoft.com/en-us/azure/active-directory/devices/azureadjoin-plan

https://docs.microsoft.com/en-us/azure/active-directory/devices/hybrid-azuread-join-control 

https://docs.microsoft.com/en-us/azure/active-directory/devices/

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-device-writeback/

https://www.microsoft.com/en-us/licensing/product-licensing/microsoft-365
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permissions

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/users-default-permissions

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/self-service-sign-up-
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https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-invite-
powershell

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/bulk-invite-powershell

https://docs.microsoft.com/en-us/graph/api/resources/invitation?view=graph-rest-1.0

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/direct-federation-adfs

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/direct-federation

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-topologies

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-prerequisites

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-feature-scheduler

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-password-hash-
synchronization

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-how-it-works

https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-primary-refresh-token

https://docs.microsoft.com/en-us/azure/active-directory/cloud-sync/how-to-sso

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-prerequisites

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/best-practices-securing-
ad-fs

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-ad-fs-extranet-
soft-lockout-protection

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-health-adfs

https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-by-task

https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

microsoft.directory/groups.unified/members/update

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/users-bulk-add

https://docs.microsoft.com/en-us/graph/api/resources/user?view=graph-rest-1.0

https://docs.microsoft.com/en-us/powershell/module/microsoft.graph.users/?view=graph-
powershell-1.0

https://docs.microsoft.com/en-us/schooldatasync/overview-of-school-data-sync

https://docs.microsoft.com/en-us/graph/api/resources/group?view=graph-rest-1.0

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-service-limits-
restrictions

https://account.activedirectory.windowsazure.com/r#/groups

https://account.activedirectory.windowsazure.com/r#/groups

https://account.activedirectory.windowsazure.com/r#/groups

https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-primary-refresh-token

https://myapplications.microsoft.com

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-invite-powershell
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-invite-powershell
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/bulk-invite-powershell
https://docs.microsoft.com/en-us/graph/api/resources/invitation?view=graph-rest-1.0
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/direct-federation-adfs
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/direct-federation
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-topologies
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-prerequisites
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-feature-scheduler
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-password-hash-synchronization
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-password-hash-synchronization
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-how-it-works
https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-primary-refresh-token
https://docs.microsoft.com/en-us/azure/active-directory/cloud-sync/how-to-sso
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-prerequisites
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/best-practices-securing-ad-fs
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/best-practices-securing-ad-fs
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-ad-fs-extranet-soft-lockout-protection
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-ad-fs-extranet-soft-lockout-protection
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-health-adfs
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference
https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-by-task
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference
http://microsoft.directory/groups.unified/members/update
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/users-bulk-add
https://docs.microsoft.com/en-us/graph/api/resources/user?view=graph-rest-1.0
https://docs.microsoft.com/en-us/powershell/module/microsoft.graph.users/?view=graph-powershell-1.0
https://docs.microsoft.com/en-us/powershell/module/microsoft.graph.users/?view=graph-powershell-1.0
https://docs.microsoft.com/en-us/schooldatasync/overview-of-school-data-sync
https://docs.microsoft.com/en-us/graph/api/resources/group?view=graph-rest-1.0
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-service-limits-restrictions
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-service-limits-restrictions
https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-primary-refresh-token
https://myapplications.microsoft.com
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https://docs.microsoft.com/en-us/azure/active-directory/external-identities/google-federation

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/facebook-federation

https://login.microsoftonline.com/login.srf

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

https://login.microsoftonline.com/login.srf

http://schemas.microsoft.com/LiveID/Federation/2008/05/ImmutableID

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

https://github.com/Microsoft/idfix

https://go.microsoft.com/fwlink/?LinkId=615771

https://go.microsoft.com/fwlink/?LinkId=615771

https://go.microsoft.com/fwlink/?LinkID=518973

https://go.microsoft.com/fwlink/?LinkID=820540

Chapter 2
http://portal.azure.com

https://mysignins.microsoft.com

https://passwordreset.microsoftonline.com/

https://azure.microsoft.com/en-us/offers/ms-azr-0044p/

https://portal.azure.com

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings#oath-
tokens

http://portal.azure.com

https://learn.microsoft.com/en-us/mem/intune/enrollment/multi-factor-authentication#configure-
intune-to-require-multifactor-authentication-at-device-enrollment

https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-reporting#view-
the-azure-ad-sign-ins-report

https://aka.ms/mfasetup

http://portal.azure.com

https://myprofile.microsoft.com/

https://portal.azure.com/

https://portal.azure.com

https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-
feature-dual-enrollment

https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/feature-
multifactor-unlock

https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-
feature-pin-reset

https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-
feature-conditional-access

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/google-federation
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/facebook-federation
https://login.microsoftonline.com/login.srf
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
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http://schemas.microsoft.com/LiveID/Federation/2008/05/ImmutableID
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https://azure.microsoft.com/en-us/offers/ms-azr-0044p/
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https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings#oath-tokens
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings#oath-tokens
http://portal.azure.com
https://aka.ms/mfasetup
http://portal.azure.com
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https://portal.azure.com/
https://portal.azure.com
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-feature-dual-enrollment
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-feature-dual-enrollment
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/feature-multifactor-unlock
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/feature-multifactor-unlock
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-feature-pin-reset
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-feature-pin-reset
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-feature-conditional-access
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-feature-conditional-access
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https://portal.azure.com

https://mysignins.microsoft.com/

https://login.microsoftonline.com

https://enterpriseregistration.windows.net

https://www.microsoft.com/en-us/download/details.aspx?id=57071

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-
premises-deploy#install-and-configure-the-proxy-service

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-
premises-deploy#configure-the-proxy-service-to-communicate-through-an-http-proxy

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-
premises-deploy#configure-the-proxy-service-to-listen-on-a-specific-port

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-
premises-deploy#install-the-dc-agent-service

https://learn.microsoft.com/en-us/azure/active-directory/authentication/how-to-certificate-based-
authentication

https://learn.microsoft.com/en-us/azure/active-directory/devices/howto-vm-sign-in-azure-ad-
windows#enable-azure-ad-login-for-a-windows-vm-in-azure

https://learn.microsoft.com/en-us/azure/active-directory/devices/howto-vm-sign-in-azure-ad-
linux#enable-azure-ad-login-for-a-linux-vm-in-azure

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/what-if-tool

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-
access-users-groups

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-
access-cloud-apps

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-
access-conditions

https://download.microsoft.com/download/2/C/8/2C8CAC17-FCE7-4F51-9556-4D77C7022DF5/
MCA2017Agr_EMEA_EU-EFTA_ENG_Sep20172_CR.pdf

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-
access-grant

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-
access-session

https://www.torproject.org/

https://docs.microsoft.com/en-us/defender-cloud-apps/proxy-deployment-aad

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-
session-lifetime#user-sign-in-frequency

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-
session-lifetime#persistence-of-browsing-sessions

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-continuous-access-
evaluation

https://portal.azure.com
https://mysignins.microsoft.com/
https://login.microsoftonline.com
https://enterpriseregistration.windows.net
https://www.microsoft.com/en-us/download/details.aspx?id=57071
https://learn.microsoft.com/en-us/azure/active-directory/authentication/how-to-certificate-based-authentication
https://learn.microsoft.com/en-us/azure/active-directory/authentication/how-to-certificate-based-authentication
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/what-if-tool
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-users-groups
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-users-groups
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-cloud-apps
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-cloud-apps
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-conditions
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-conditions
https://download.microsoft.com/download/2/C/8/2C8CAC17-FCE7-4F51-9556-4D77C7022DF5/MCA2017Agr_EMEA_EU-EFTA_ENG_Sep20172_CR.pdf
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https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-grant
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-grant
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-session
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-session
https://www.torproject.org/
https://docs.microsoft.com/en-us/defender-cloud-apps/proxy-deployment-aad
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-continuous-access-evaluation
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-continuous-access-evaluation
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https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/resilience-defaults

https://learn.microsoft.com/en-us/mem/intune/protect/conditional-access-intune-common-ways-
use#device-based-conditional-access

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-
access-session#customize-continuous-access-evaluation

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-
protection#license-requirements

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/security-operations-applications

https://github.com/microsoft/AzureADToolkit

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-workload-identity-
risk#workload-identity-risk-detections

https://learn.microsoft.com/en-us/azure/role-based-access-control/overview

https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-
custom-role

https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/
managed-identities-status

https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/services-
support-managed-identities

https://learn.microsoft.com/en-us/azure/key-vault/general/assign-access-policy?tabs=azure-portal

https://learn.microsoft.com/en-us/azure/key-vault/general/assign-access-policy?tabs=azure-cli

https://learn.microsoft.com/en-us/azure/key-vault/general/assign-access-policy?tabs=azure-powershell

https://learn.microsoft.com/en-us/azure/key-vault/general/rbac-guide

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-
licensing#available-versions-of-azure-ad-multi-factor-authentication

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-
passwordless-security-key#enable-the-combined-registration-experience.
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